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Annex 6 
Guidelines on the use of electronic signatures

This document is designed to help and guide the economic operations by providing additional explanations and by publishing a list of Frequently Asked Question regarding electronic signatures.
According to the provisions of Regulation (EU, Euratom) 2018/1046 of the European Parliament and of the Council of 18 July 2018 on the financial rules applicable to the general budget of the Union (the Financial Regulation, "FR"), a DPS is a completely electronic process. Accordingly, where a document needs to be signed, the signature must be a Qualified Electronic Signature (QES) as defined in Regulation (EU) No 910/2014 on electronic identification and trust services for electronic transactions in the internal market (eIDAS Regulation).
Documents signed with a QES benefit from the highest level of security and legal certainty under the eIDAS Regulation. You can find more background information here: https://ec.europa.eu/cefdigital/wiki/display/CEFDIGITAL/eSignature+-+Businesses.  
QES is the only type of electronic signature recognised to have equivalent legal effect to a handwritten signature in all EU Member States, under the eIDAS Regulation. It is therefore used by the Commission in its contractual relationships.
The qualified certificate used for the creation of a QES must be obtained from a qualified trust service provider as defined in the eIDAS Regulation. The national lists of qualified trust service providers can be consulted using the European Commission's Trusted List Browser tool[footnoteRef:1].  [1:  	Tool maintained by the European Commission to browse the national Trusted Lists and the European List of Trusted Lists. The information in the tool is based on the national lists with qualified trust service providers, maintained by the Member States pursuant to Article 22 of the eIDAS Regulation.] 

Before sending/uploading your signed document, we recommend that you check the validity of the QES with the validation tool of the European Commission: DSS Demonstration WebApp, available at https://ec.europa.eu/cefdigital/DSS/webapp-demo/validation. 
The validation tool can help you check the validity of a certificate by indicating the number and type of valid signatures in a document.
The expected results of the DSS Demonstration WebApp are the following:
· The field “Qualification” indicates “QESig”[footnoteRef:2] [2:  Signatures and seals whose qualification level in the DSS report is QESeal, AdESeal-QC, AdESig-QC, AdESig or AdESeal will not be accepted.] 

· The field “Indication” indicates “TOTAL_PASSED”
· The field “Certificate Chain” indicates the full name(s) of the person(s) who signed the document
· The field “Signatures status: 1 valid signatures, out of 1” (or plural, depending on the amount of signatories)
If the name of the signatory/ies and the indication QESig do not appear in the test result, then the document was not signed with a valid QES.


Qualified electronic signatures – Frequently Asked Questions (FAQ)

1) How can we obtain a QES?
The qualified certificate used for the creation of an electronic signature must be obtained from a qualified trust service providers as defined in the eIDAS Regulation (Regulation (EU) No 910/2014). The national lists of qualified trust service providers can be consulted using the eIDAS Trusted Lists and the EU List of eIDAS Trusted Lists (LOTL) at https://webgate.ec.europa.eu/tl-browser/#/.
In order to sign documents with a valid QES, we encourage you to contact one of the entities included in the LOTL. The providers tagged with the mention “QCert for ESig” offer services which allow to sign documents with QES. It is important that you request the specific service which will allow a natural person to sign documents with a QES.
Once you obtain qualified certificate from one of the qualified trust service providers, you can sign documents with a QES.
2) How can we check that the signature we use is a valid QES that will be accepted by the Commission?
It is strongly recommended that you check the validity of the certificate with which you electronically signed your documents before submitting them to the Commission.
The validation tool of the European Commission’s DSS Demonstration WebApp available at https://ec.europa.eu/cefdigital/DSS/webapp-demo/validation can help you check the validity of a certificate by indicating the number and type of valid signatures in a document. The expected results of the DSS Demonstration WebApp are the following:

· The field “Qualification” indicates “QESig”
· The field “Indication” indicates “TOTAL_PASSED”
· The field “Certificate Chain” indicates the full name(s) of the person(s) who signed the document
· The field “Signatures status: 1 valid signatures, out of 1” (or plural, depending on the amount of signatories)
 If the name of the signatory/ies and the indication QESig do not appear in the test result, then the document was not signed with a valid QES.
3) Why do you not accept other types of electronic signatures than QES?
Qualified Electronic Signature (QES) compliant to eIDAS Regulation (Regulation (EU) No 910/2014) benefits from the highest level of security and legal certainty and is recognised to have equivalent legal effect to a handwritten signature in all EU Member States. It is therefore used by the Commission in its contractual relationships.
You can find more background information here: 
https://ec.europa.eu/cefdigital/wiki/display/CEFDIGITAL/eSignature+-+Businesses.
4) We have a document signed by DG COMM, but we do not see any signature if the document, we cannot accept it.
In order to see the Qualified Electronic Signature (QES) present in the document, you should open the signed document in Adobe and check the properties of the signature.
To see detailed signature properties, go to 'Signature Panel', right click on the name of the signatory and select ‘Show Signature Properties”. You will be able to see the properties of the signature, including the date of signing. The signature properties of the document indicate that DG COMM signed the document with a valid QES compliant with the to eIDAS Regulation (Regulation (EU) No 910/2014). According to Article 25 of the eIDAS Regulation, a qualified electronic signature shall have the equivalent legal effect of a handwritten signature.
5) Can we sign documents with DocuSign?
DocuSign can be used to sign documents with a QES. However, it is not sufficient to have a DocuSign workflow within your company to sign documents with a valid QES. What needs to be checked is whether the service used for qualified certificate generation is also included in the eIDAS Trusted Lists and the EU List of eIDAS Trusted Lists (LOTL) at https://webgate.ec.europa.eu/tl-browser/#/.
Each service provider can offer both qualified and non-qualified services. All qualified services are listed in the LOTL. To make sure you use a qualified electronic signature compliant to eIDAS Regulation ((Regulation (EU) No 910/2014), you need to check that both the service provider and the qualified certificate generation service are in the LOTL.
DocuSign France is included in the LOTL and provides the following qualified certificate generation services (CA/QC): KEYNECTIS ICS QUALIFIED CA and DocuSign Premium Cloud Signing CA - SI1.
Therefore, if you want to use a qualified electronic certificate provided by DocuSign France, you have to purchase a certificate generated by one of the above two valid certificate generation services.
Any other certificate provided by Docusign France or another DocuSign entity for signing documents and that is not include in the LOTL, is not qualified and therefore cannot be used to generate a qualified electronic signature compliant to eIDAS Regulation.
6) Can we sign documents with AdobeSign?
AdobeSign is a platform that allows signing documents with QES and with other types of electronic signatures. Depending on the third-party certificate used for signing, the signature applied through AdobeSign can be a QES or not. Therefore, it is not enough for a signature to be applied via AdobeSign to be considered a valid QES. In order to make sure you use a qualified electronic signature compliant to eIDAS Regulation ((Regulation (EU) No 910/2014), you need to check that both the service provider and the qualified certificate generation service are in the eIDAS Trusted Lists and the EU List of eIDAS Trusted Lists (LOTL) at https://webgate.ec.europa.eu/tl-browser/#/.
7) Can we sign documents with ITSME?
ITSME is a platform that can be used to sign documents with a QES. However, it is not sufficient for a signature to be applied with ITSME to be considered a valid QES. What needs to be checked is whether the service provider and the service used for qualified certificate generation is included in the eIDAS Trusted Lists and the EU List of eIDAS Trusted Lists (LOTL) at https://webgate.ec.europa.eu/tl-browser/#/.
Each service provider can offer both qualified and non-qualified services. All qualified services are listed in the LOTL. Therefore, to make sure you use a qualified electronic signature compliant to eIDAS regulation, you need to check that both the service provider and the qualified certificate generation service are in the LOTL.
The following certificate generation service for qualified certificates (CA/QC) linked to ITSME is included in the LOTL: itsme Sign Issuing CA G1.
This service is provided by qualified trust service provider QuoVadis Trustlink BVBA. If you request a QES certificate generated by this service from QuoVadis Trustlink BVBA, you should be able to sign documents with a valid QES.
It should be noted that ITSME can be also used as a platform to sign documents with other third-party certificates. For example, ITSME can be used to sign documents with a valid QES linked to the Belgian ID card.
It is strongly recommended that you check the validity of the certificate with which you electronically signed your documents before submitting them to the Commission. 
8) We have signed a document with a valid Belgian ID card. Why EC electronic signature validation tools do not recognise this as a valid QES?
When a document is signed electronically, it needs to be signed with a Qualified Electronic Signature (QES) as defined in Regulation (EU) No 910/2014 on electronic identification and trust services for electronic transactions in the internal market (eIDAS Regulation.
The DSS tool checks compliance of electronic signatures with the eIDAS Regulation. As set out in the Commission Implementing Decision (EU) 2015/1506 laying down the specifications relating to formats of advanced electronic signatures to be recognised by public sector bodies, the verification of validity is based on the ETSI (European Telecommunications Standards Institute) standards.
Belgian electronic ID cards can generate electronic signatures. The validity of a QES generated by a Belgian ID card depends on the type of card, it does not depend on the validity of the card itself.
Electronic signatures generated with older Belgian ID cards are based on the SHA-1 cryptographic algorithm. It is important to understand that the SHA-1 is an outdated algorithm that is no longer considered secure according to the ETSI standards. Electronic signatures generated with this algorithm are therefore not recognised by the DSS tool as valid QES. In this respect, we refer you to the following ETSI Technical Specifications that provide detailed information regarding the ETSI standards for electronic signature algorithms:
· ETSI TS 102 176-1 v2.1.1 (2011-07) “Electronic Signature and Infrastructures (ESI); Algorithms and Parameters for Secure Electronic Signatures; Part 1: Hash functions and asymmetric algorithms” available for consultation at: 
https://www.etsi.org/deliver/etsi_ts/102100_102199/10217601/02.01.01_60/ts_10217601v020101p.pdf;
· ETSI TS 119 312 v1.3.1 (2019-02) “Electronic Signatures and Infrastructures (ESI); Cryptographic Suites” available for consultation at: 
https://www.etsi.org/deliver/etsi_ts/119300_119399/119312/01.03.01_60/ts_119312v010301p.pdf.
The fact that the DSS tool does not identify signatures generated by older Belgian ID cards as valid QES is therefore due to the invalidity of the algorithm used in generating the signature. An electronic signature based on the SHA-1 algorithm is not recognised as a valid QES as it is not considered secure according to the ETSI standards.
Adobe mentions this type of electronic signatures as QES compliant with the Directive 1999/93/EC. This is however not an indication that a signature is a valid QES compliant with the eIDAS Regulation. The Directive 1999/93/EC is no longer in force as it was repealed by the eIDAS Regulation. Therefore, the validity of an electronic signature needs to be checked against the requirements set out in the eIDAS Regulation and in the related implementing decisions and not against the requirements of the earlier Directive that is now obsolete.
More recent Belgian electronic ID cards use the SHA-256 algorithm and are able to generate electronic signatures that are valid QES, compliant with the eIDAS Regulation. Therefore, in case you would like to have the documents signed with a Belgian ID card, we recommend you to ensure that a more recent ID card model is used.
Other methods are also available in order to sign with a valid QES. To find another method, we encourage you to contact one of the entities included in the browser of national eIDAS Trusted Lists and EU List of eIDAS Trusted Lists (LOTL) at https://webgate.ec.europa.eu/tl-browser/#/. The providers tagged with the mention “QCert for ESig” offer services which allow to sign documents with QES. It is important that you request the specific service which will allow a natural person to sign a document with a QES.
9) We will send you the link to the signed document via the DocuSign (or other) platform. Please sign using the provided link.
No, the Contracting Authority will not sign any documents using an external platform. Please send us the document signed by your authorised representative by email. Once we counter-sign the document, we will send it back to you by email.
10) What about electronic seals? Can we apply a qualified electronic seal instead of a QES?
Electronic seals serve as evidence that an electronic document was issued by a legal person, ensuring certainty of the document’s origin and integrity. According to eIDAS Regulation (Regulation (EU) No 910/2014) when a transaction requires a qualified electronic seal from a legal person, a qualified electronic signature from the authorised representative of the legal person is equally acceptable across the European Union.
We do not require economic operators to possess electronic seals or to seal documents sent to us. For signing a contract, an electronic seal is not sufficient and you need to have the contract signed by your legal representative using a qualified electronic signature (QES). In case you are faced with a requirement to provide an electronic seal in the scope of an EU or national tender or contract, a qualified electronic signature of a legal representative can be used as well and is equally accepted. Therefore, a valid qualified electronic signature can be used in both cases (for signing documents and also as an equivalent or an electronic seal, if such requirement arises), however a qualified electronic seal cannot be used as an equivalent of a valid QES.
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